Proxmark Il User Guid

Getting Started

Overview

The Proxmark Il is an open-source device developed by Jonathan Westhues that enables sniffing, reading and cloning of
RFID (Radio Frequency ldentification) tags. The Proxmark Il could be arguably regarded as the most powerful device
currently available for researching RFID and Near Field Communication systems. The FPGA allows it to meet the demanding
communications timing requirements imposed by various RFID systems. The device targets low and high frequency systems
operating at 125 kHz, 134 kHz and 13.56 Mhz.

ELECHOUSE Proxmark Ill is an improved version in hardware based on the original version. It has smaller size and could be
easily integrated into other device. Antennas are also be improved to make it easier for users. The software is completely
compatible.

Note: Bare PCBs are susceptible to Electrostatic Discharge or “ESD”. Please keep this in mind when handling the bare
Proxmark PCB. This warning can be ignored if you operate your Proxmark inside an enclosure.

With our Proxmark Ill board, it comes the antennas (for Low Frequency and High Frequency) and several tags. Along with
the boards comes a Micro USB cable. You just need to connect it with your PC.




Function Button

It is a touch switch, not a self-lock switch. In this manual, if you are supposed to “press the button”, it means this one.

Battery switch

This switch is a slide switch. It is used as battery power switch.

Micro USB Port

Most widely used nowadays. Most phones (except iPhone) adopt this kind of USB standard.

LEDs

CRGA CRGB

(BATTERY CHARGING A) (BATTERY CHARGING B)
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}l 13 2 5
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Cases CRGB
USB CONNECTED, NO BATTERY ON FLASHING
USB AND BATTERY CONNECTED, CHARGED FULL ON OFF

USB AND BATTERY CONNECTED, CHARGING OFF ON

NO USB, BATTERY CONNECTED OFF OFF

NO USB, NO BATTERY OFF OFF

LED A~D are function indicators. Please refer to function detail for more information.




High-frequency/Low-frequency Antenna Socket

MMCX (micro-miniature coaxial) sockets
® High-frequency: 13.56Mhz
® Low-frequency: 125Khz/134Khz

Antenna

Low-frequency High-frequency

\




Micro-USB Cable

Noodle style, soft and flexible

Tags

Tags

Frequency Description

Mifare S50 (M1) HIGH Fixed UID, read/write user data

Mifare Ultralight (MO0) HIGH Fixed UID, read/write user data

Mifare UID (Chinese Magic Card) | HIGH Modify UID, used to lone, read/write user data
EMA4XX (ID tag) LOW Fixed ID

T5577 LOW Modify ID, used to clone

HID Prox Il LOW Widely used in USA, read/write user data




Board Enclosure

This protector is made of RF4, which is the same material as the main board. This protector mainly prevent the Proxmark
main board from being touched during working. Touching the board might cause interference to it while it is working.

Pre-Flight Check

Connect your Proxmark to a PC using Micro-USB cable. The Micro-USB cable comes with the package.
While turning on the module, LEDs should be in the following state
LED State




CRGA(BATTERY CHARGING | Light on if there is no battery or the battery is charged full

A)

CRGB(BATTERY CHARGING | Flash quickly if there is no battery connected
B)

LED A Flash once

LED B Flash once

LED C Flash once

LEDD Flash twice

If the LEDs stay lit, this may indicate a problem with your board or that the board has not been programmed correctly.
Every board obtained from ELECHOUSE has been programmed with the latest stable firmware available at the time and
rigorously tested to ensure proper functionality prior to shipping.

Client Software

Visit this page to download the latest version: http://proxmark.org/forum/viewtopic.php?id=1562

The Zip file contains driver for windows, firmware for Proxmark and client software for windows.

No driver installation is required on Linux based machines.

Note: Operating your Proxmark with the wrong client software version will produce unpredictable results and could lead to
damage of the device. The client software does not verify that it is communicating with a compatible version of firmware. So
read carefully the product page to confirm your firmware version where you purchase this product.

Windows 7 Driver Installation

Recent versions of the Proxmark client require the use of a libusb “driver” on Windows hosts. Perform the following steps

to install the driver.

Step 1:

Download the software:

Step 2

Connect your Proxmark board with PC via USB cable. Windows Update starts to search driver.

j] Installing device driver software * *

Click here for status.

After a while, it will tell you “Fail to find drive”.



http://proxmark.org/forum/viewtopic.php?id=1562

°[L Device driver software was not successfully installed * *
«¥ Click here for details.

Step 3

Open “Device Manager” and you will find an Unknown Device
- %5 Imaging devices
D Keyboards
b }3 Mice and octher pointing devices
. A Monitors
b ¥ Metwork adapters

4 -5 Other devices /

¢ el Unknown device

» BT Portable Devices

p 3 Processors

b -%| Sound, video and game controllers
b M System devices

p - E Universal Serial Bus controllers

Step 4

Right click on “Unknown Device” and then click Properties. Verify that the properties of the device match those shown below.

Unknown device Properties ﬁ
General | Driver | Details
;E‘ Unknown device

Property
[Hardware Ids -

Value

USBEWWID_2D2D&PID_GO4DEREY_00D1
USBEWID_2D2D&PID_504D

0K || Cancel




Step 5

Exit the properties dialog and right click the device once more. This time select Update Driver Software.
F Eﬁ ™

"Q_':) | Update Driver Software - Unknown Device

How do you want to search for driver software?

< Search automatically for updated driver software

‘Windows will search your computer and the Internet for the latest driver software
N for your device, unless you've disabled this feature in your device installation
I settings.

2 Browse my computer for driver software
[ Locate and install driver software manually.

Cancel

A

Select “Browse my computer for driver software”. Select the driver folder within the Proxmark client software distribution.
F EE ™

@ Il Update Driver Software - Unknown Device

Browse for driver software on your computer

Search fer driver software in this location:

I xmark3pm3-bin-2.0.00Windows Drivers\ - Browse...

Include subfolders

< Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same categery as the device,

[ Mext ][ Cancel

Click “Next” button. It pops up:




@' Windows Security @

@] Windows can't verify the publisher of this driver software

= Don'tinstall this driver software
You should check your manufacturer's website for updated driver software
for your device.

< Install this driver software anyway
\ Only install driver software cbtained from your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal
information.

(v) Seedetails

S

Click “Install this driver software anyway”. Then it installs the driver.

Step 6

Back in Device Manager, the Unknown Device will now show up as a Proxmark3. Take note of the COM port associated with
the device (COMS82 in the picture below). Later we will use the COM number.

rﬁ Device Manager [‘:' =l ﬂ_hj
File Action View Help
I@*IIDIILQIﬁL&Lb

|| 4= wilson-PC

> E Batteries

1M Computer

-
b g Disk drives

» - Display adapters

>1_L1 DVD/CD-ROM drives
>-!3§, Hurman Interface Devices
g IDE ATASATAPI controllers
-
> -
-
> -
> -
-

&

: % Imaging devices
p-ED Keyboards

-L“! Mice and other pointing devices

A Monitors

& Metwork adapters

K Portable Devices

4-"F' Ports (COM & LPT)

: ; 75 Proxmark3 (COMS2) A
, D Processors

-% Sound, video and game controllers

»

b M Systern devices

> e i Universal Serial Bus controllers

Client Running on Linux

The Proxmark exposes a USB CDC interface to the host machine. On linux, the Proxmark will show up as the device
/dev/ttyACM<N>. To launch the client, run ./proxmark3 /dev/ttyACM<N>.
You can inspect the output of the dmesg command to figure out the specific device name.

[1142387.760068] usb 2-1.1: new full-speed USB device number 71 using ehci_hcd

[1142387.853698] cdc_acm 2-1.1:1.0: This device cannot do calls on its own. It is not a modem.
[1142387.853742] cdc_acm 2-1.1:1.0: ttyACMO: USB ACM device




Client Running on Windows

You could find the folder “win32 (client+GUI)” in the software downloaded above.
Open the folder and the find the following file Go.bat (On your computer it might be Go):

F B
== g
- — —— - - -
-,
@U'l | < pr3-bin-2.00 b win32 (client+GUI) » - | 44 || search win.. 0]
= B - e a3 —— — = —
Organize « Open Print Burn New folder il @
<% Favorites =l Mame Date modified
| script 2015/3/24 16:02 =
B Desktop |\ scripts IE]
| default_keys.dic 2015/1/6 20:39
& Downloads
- Dump available client commands te hobd...  2014/3/29 10:55
=l Recent Places I
. FLASH - Bootrom.bat 2015/4/7 14:46 L
& Onelrive = £
FLASH - fullimage.bat 2015/4/7 14:45
. . . FLASH - NEW Bootrom (uses old flasher ... 2014/3/30 10:11
= Libraries I
b FLASH - OS.bat 2015/4/7 15:08
@ Documents LIut
J Music (57 flasher.exe 2015/4/217:13 |
. — [ flasher-OLD.exe 2013/2/23 0:27
[E5] Pictures N
) Go.bat 2015/4/7 14:49 f
B8 Videos
| iclass_dump.bin 2015/3/1217:32 i
(%] libgec_s_dw2-1.dll 2011/12/210:30 f
1@ Homegroup i
(%] libstdc++-6.dll 2012/10/16 15:45
mimm D mimm | wm el bmed mus W1IAITAIRLET |
1% Computer v 4 m | b [
| Go.bat Date modified: 2015/4/7 14:49 I
s Windows Batch File Size: 15 bytes I
|

Right click the file and edit it.
. —— 8

- — — - - - -
"
@U'| || <« pm3-bin-200 » win32 (client+GUD) » ~ %3] [ Search win.. P
= 3 = - = = e e _
Organize « Open Print Burn MNew folder = o« 0l @
0 Favorites Tl Name. Open ed
B Deskiop et gy — . P
default 239
4 Downloads 0 Edit with Visual Studie e
2l Recent Places ) Print I
2| FLASH :46 L
& OneDrive E #  Run as administrator 3
LASH o :45
o8 Libraies FLASH Trou;lnesh(;;ompatlblllty 011
EinEN1S B]
@ Documents LS @ o
As Music [ flasher| %4 Convert to Adobe PDF 113
= L [ flasher, & Convert to Adobe PDF and EMail .27
Pictures —
B Videos | Go.bat [&f  Edit with Notepad++ 49
|| iclass_ 0 EERESEE [7:32
& Homegroup (] libgec | B FEMBIFLETIHA). M
%] libstde) B 3EANE] "Go.rar"(T) (15:45
mmn D ,ﬁ E_ ll... =.C7 i
. Computer - |4 8 Frlema 3

By default it is opened in Notepad.




| Go.bat - Notepad ESREITT)

File Edit Format VW.
proxmark3 COMSE3

L = —

Change the COM to your COMX. Here mine is COM82.

Save and close the window.
Now double-click the “Go.bat”.

BN C\Windows\system32\cmd.exe

E:“SkyDrivesproduct “Proxmark3Ispm3—bin-2_B._8%win32 {(client+GUI>>proxmark3 COMS2

proxmark3>

BN

n

Now you could refer to the Commands Reference Manual:

https://github.com/Proxmark/proxmark3/wiki/commands

You could get more information by clicking the index box on the right of the page above:

data

{ Plot window / data buffer manipulation_.. }

command offline description
data help Y This help
data amp Y Amplify peaks
data askdemod Y — Attempt to demodulate simple ASK tags
data [clock] [invert] — Attempt to demodulate
Ao
data [clock] [invert] — Attempt to demodulate ASK tags

Y and output binary (args optional[clock will try Auto-

ackrawdamnd

Check firmware version

Usage
o [Running the PM3]

¢ Commands Reference

pported

o Low Frequency (125-

134kHz)

= EM410

o High Frequency

(13.56MHz)

Enter the hw version command to see what version of firmware is running.



https://github.com/Proxmark/proxmark3/wiki/commands

-

BEX C\Windows\system32\cmd.exe

proxmarkd?> hu version

Hdb#t Prox~/RFID mark3 RFID instrument

Hdb#t bootrom: A—suspect 2015-B4-82 15:12:04

Hdb#t os: A—suspect 2015-84-82 15:12:11

ftdb## HF FPGA image built on 2ZB15-/83-8% at B8:41:42
nwC: AT?15AMYS512 Rev B

Embedded Processor: ARMYTDHMI

Monvolatile Program Memory Size: 512K hytes

Becond Monvolatile Program Memory Size: Mone

Internal SRAM Size: 64K bytes

Architecture Identifier: AT?1S5AM7Exx Series
Monvolatile Program Memory Type: Embedded Flazh Memory
proxmarkd >

4 L

E:“SkyDrive sproduct “Froxmark3“pm3-bin—-2.0.8%win32 {(client+GUI>>proxmarkd COMB2 E]

= —— — B W — W — . - e

Check Antennas

Now connect both the antennas to your Proxmark board.

Enter the hw tune command to run it.




BN C\Windows\system32omd exe [ﬂlﬁ

proxmarkd?> hu tune -

Measuring antenna characteristics, please wait.........
antenna: 14.99 U @ 125.88 kH=
antenna: 14.44 U @ 134.898 kH=
optimal: 15.48 U @ 126.32 EkH=
antenna: 16.84 U @ 13.5%6 MH=
Displaying LF tuning graph. Divisor 89 is 134khz=,. 95 iz 125kh=.

proxmark3>

5. proxmark3 -

ax=-68 min=-128 mean=-101 n=256/256  dt=0 [-1.#10] zoom=1.000 C 28] C B=0 [-128] GridX=64 GridY=64 (Un

Reading HID Tags

Make sure the LF antenna is connected with your Proxmark board.
Enter the If hid fskdemod command to run it. Then put the HID tags within the antenna filed.

BN CAWindows\system32icmd.exe |£|i-J

proxmark3> 1f hid fskdemod e
TAG ID: 2P@4ed@ffh (34813)> Format 26hit Card: 34813

TAG ID: 2004edBffh (34813> Format 26hit Card: 34813

TAG ID: 2004edBffh (34813> Format 26bit Card: 34813

TAG ID: 2004edBffh (34813> Format 26bit Card: 34813

TAG ID: 2004edBffh (34813> Format 26hit Card: 34813

TAG ID: 2004edBffh (34813> Format 26bit Card: 34813

TAG ID: 2004edBffh (34813> Format 26bit Card: 34813

TAG 2884eddffh (34813 Format 26hit Card: 34813

b A

Press the button when you would like to stop reading tags. The LED D would turn off.




Simulate HID

To simulate the tag previously read, concatenate the first two hexadecimal values and pass them as the first parameter to
the "If hid sim" command as shown below

BN C:\Windows\system32icmd.exe I =NNCEN X

TAG ID: 28B4edBffh (34813> Format 26hit 34813
TAG ID: Z2@B4edBffh (34813> Format 26hit 34813

TAG ID: Z2@B4edBffh (34813> Format 26hit 34813

TAG ID: 28B4edBffh (34813> Format 26hit 34813

TAG ID: 28B4edBffh (34813> Format 26hit 34813

Stopped
proxmarkd> 1f hid sim 28084ed@ffh
Emulating tag with ID 28 deddf fh
Press pm3—button to abort simulation
fidb#t Stopped
proxmark3d >

This will cause the yellow LED A to stay lit until the button is pressed. During this time the waveform representing the tag ID
specified will be replayed continuously. When you are ready to stop replaying the tag, press the Proxmark button.

Read Mifare Classic tags

Make sure the HF antenna is connected with your Proxmark board.
Put the S50 tag in the antenna field.

Enter the hf 14a reader command to run it.




: B8 B4
94 8b eb 54
B8 [21]
: NEP MIFARE CLASSIC 1k | Plus 2k SLi
proprietary non isol4443-4 card found. RATS not supported
Answers to chinese magic backdoor commands: MO
proxmarkd >

| Crack Mifare S50/570

Keep the S50 tag in the antenna field.
Enter the hf mf mifare command to run it.

ER C\Windows\system32\cmd.e

proxmark3d> hf 14a reader
- 8@ B4
74 8b et 54
ag [z21
: NXPF MIFARE CLASSIC 1k | Plus 2k SL1
proprietary non isol4443-4 card found. RATS not supported
Answers to chinese magic backdoor commands: NO
proxmarkd? hf mf mifare

Executing command. Expected execution time: 25sec on average :=-)
Press the key on the proxmark3 device to abort both proxmark3 and client.

.Hdbhit Mifare: Can’t select card
Htdb#t Mifare: Can't zelect card
ftdbit Mifare: Can't zelect card

Press the button when you would like to stop the execution.

Il Crack Mifare S50/S70

Crack the tag key based on one known key of any sector.

First to check one key for certain sector. You know, ffffffffffff is the default key.
Keep the S50 tag in the antenna field.

Enter the hf mf chk 0 A ffffffffffff command to run it.




F |
Ea C\Windows\system32\cmd.exe |ﬂlﬁ

proxmark3> hf mf chk B A FEEFFEFFFEFFF

chk keyl B] fEEFFFFFFEFF

——sector: @, block: B, key type:A,. key count: 1
Found valid key:[fffffffeffffl

proxmark3 >

b ¥

Once we get one key, we could crack the card and get all the keys.
Enter the hf mf nested 1 0 A ffffffffffff command to run it.

B C\Windows\system32cmd.exe
proxmark3d> hf mf nested 1 B A FEFEFFFEFESST

nested...

FEFELFEELELES
FEFELFEELELES
FEFELFEELELES
FEFELFEELELES
FEFELFEELELES
FEFELFEELELES
FEFELFEELELES
FEFELFEELELES
FEFELFEELELES
FEFELFEELELES
FEFELFEELELES
FEFELFEELELES
FEFELFEELELES
FEFELFELLELES
FEFELFELLELES
FEFELFELLELES

= =
Ao WwhHEQOUHR-JOWUAWRE®D

[ R R i i . .y v R R

[l =g = = g

proxmarkd >

Tezting known keys. Sector count=16

Time in nested: 4.3?3 {inf sec per keyl

FEFELFFEFEES
FEFELFFEFEES
FEFELFFEFEES
FEFELFFEFEES
FEFELFFEFEES
FEFELFFEFEES
FEFELFFEFEES
FEFELFFEFEES
FEFELFFEFEES
FEFELFFEFEES
FEFELFFEFEES
FEFELFFEFEES
FEFELFFEFEES
FEFELEFEFIES
FEFELEFEFIES
FEFELEFEFIES

Snooping on MIFARE

In order to follow along with the steps in this section you will need an 1SO14443-A contactless reader such as the ELECHOUSE
GO2NFC141U NFC Reader and a Mifare 1k Classic tag.



http://www.elechouse.com/elechouse/index.php?main_page=product_info&cPath=90_93&products_id=2253
http://www.elechouse.com/elechouse/index.php?main_page=product_info&cPath=90_93&products_id=2253

Use the Gonfc Tool to obtain the tag UID.




TR et . =i 4 = | B s

File Help

UART |COMS5 v|| Refresh | @ | Close Beep
NET [192.168.1.1 | | sooo |
| | mMFucsso | oer
Hide VERBOSE [] 44248215
o | KEYA  FFFFFFFFFFFF @ (O DEC @ HEX

KEYB  FFFFFFFFFFFF ®

i
i Mode: @ Block () Sector
Block: o [¥]1 2 s | writeBlock |
1 Sector: [AJ.I Sectors '] | ResetBlodk |
| ReadBlock |

.

|| Elechouse USE NFC Dema.
I Find 2 Serial Port(s):

COME5 - http: ffwww. elechouse.com Elechouse USBE NFC
Coma2 - proxmark.org Proxmark3

COM3E5 opened.

Start read ID.

In this example, the tag has UID 44 2A 82 15.
Now fire up your Proxmark and connect an HF antenna. Position your antenna between the reader and tag.




Before sending command to your Proxmark, let’s change the property of Command Windows:

-

-
=X C:\Windows\systemSZ\c-md.exe Point this area and ”ght click EIEI&J

E:“SkyDrive“product “FProxmark3spm3-hin-2.8.0%win32 {(client+GUI>>proxmark3d COME2
proxmark3 >

%

Note that move your mouse to the head of the window.
Right click and chose “Properties”:




Options | Font | Layout | Colors

Window Preview 5 Buffer Si
creen Buffer Siz

Width:
Height :

Window Size
Width:
Height :

Window Position
Left:
Top:

| Let system position window

Click OK and the window becomes large.
Enter the command hf 14a snoop.

-
BN C\Windows\system32iomd .exe I |£|E|ihj
-

E:“SkyDrive sproduct “\Proxmark3~pm3-hin-2.0.8win32 <client+GUI>>proxmarkd COME2
proxmark3> hf i14a snoop

Now click the ReadID button of Gonfc tool to keep reading the card.




%] GNFC - 0.2.0 - = | B -

-
File Help
UART | COMSS5 Refrest |  Close | Beep
MET 192.168.1.1 3000
MF1ICS50 | NDEF \
HldE HERBOSE J N WUL Lumpriarnc wWilnm 13U7 Il 10USE
-
KEYA FFEFFFFFEFFE 3 DEC @ HEX Fingerprinting based on MIFARE type Identifi
* MIFARE Classic 1K
KEYB | FFFFFFFFFEFF | ReadldD | * MIFARE Plus (4 Byte UID or 4 Byte RID) 2K,
* SmartMX with MIFARE 1K emulaticon
, Other possible matches based on ATQA & SAK
I50/IEC 144434 (186 kbps) target:
ATOA (SENS_RES): 88 84
*# UID size: single
Mode: @ Block Sector 2

* bit frame anticollision supported
Block: ] 1 ¥z 3 | VWriteBlock | Sgiﬂiégtcggégl gg 2a 82 15

Sector: |Sector 0 Vl * Mot compliant with ISO/IEC 14443-4

JE— |m| # Not compliant with ISO/IEC 18892
ReadBlock |
Fingerprinting based on MIFARE type Identifi
# MIFARE Classic 1K
# MIFARE Plus (4 Byte UID or 4 Byte RID) 2K,
* SmartMX with MIFARE 1K emulaticon
Other possible matches based on ATQA & SAK
| Clear | | Clear == Fl m b
Read blodk successfully, -
Classic 1K card found.
Write Sector:0 Block: 2 successfully.
Read blodk successfully,
Start read ID.
Stop read ID. =
Start read ID.
Stop read ID. -

The Proxmark LEDs should blink for a while. Once the buffer of your Proxmark is full, you could see a COMMAND FINISHED

message like the one shown below.

7

EX C\Windows'system32\cmd.exe |££IJ_hJ

[E: “SkyDriveproduct“Proxmark3spm3-bhin—-2 .8.8win32 <(client+GUI>>proxmark3d COMB2
jproxmark3> hf 14a snoop

itidb#t COMMAND FINISHED

fidbl#t maxDataLlen=3,. Uart.state=0, Uart.len=2

fidblt tracelLen=39286, Uart.outpui[8]1-000000006
[proxmark3 >

Enter the hf list 14a command to run it.




2007457888
2007471184
20807582016
2012192288
2812177888
2012194192
2012198416
2012282768
20812287120
2812211472
2012215824
2012228176
2012224528
2012229264
2812928400
2012944784
2012949088
2012953360
20812957712
2812962064
2012966416
2012978768
20812975120
2812979856
2821194784
2021287872
2821238720
2025786640
2025862288
2825878656
2025882880
2825887232
2025891584
2825895936
2825908288
2025904648
2825998992
2825913728
2826612880
2826629248
2026633472
20826637824
proxmnarkd>

B C\Windows\system32iemd.exe

2007458944
2007473648
20087512544
2012183344
2912178864
2012195184
2012192600
2812283952
20122088384
2012212656
20812217008
2012221360
2812225648
2012230448
2912929456
2012945776
2012950192
2012954544
2812958896
2912963248
2012967600
2012971952
20129762408
2012981040
2821195768
2021210336
2021249248
20825787696
2025863344
2825879648
2025884064
2025888416
2025892768
2825897120
2925981472
2825985824
20259160112
2025914912
2826613936
2026630248
2026634656
2026637008

44 2a

44 2a

82

82

i5 f9

i5 f9

68 be

68 be

HE—

REQA
ANTIGOLL
SELECT_UID
REQA

REQA

7

B I I ] ﬁ-v-v-q-q-q-v-v-e
-
£

?

REQA
ANTIGOLL
SELECT_UID
REQA

REQA

7

O PR

Next, enter the command hf 14a list and observe the tag UID in the resulting trace.
With to those data you could also do crack things. For more information, please refer to this page:
https://code.google.com/p/proxmark3/wiki/RunningPM3#Snooping on Mifare communications

More reference:

https://github.com/Proxmark/proxmark3/wiki/
https://code.google.com/p/proxmark3/wiki/RunningPM3#Running the PM3

Disclaimer

This document is for ELECHOUSE Proxmark3 board. This product is provided ‘as is’ without any representation or
endorsement made and without warranty of any kind whether express or implied, including but not limited to the
implied warranties of satisfactory quality, fitness for a particular purpose, non-infringement, compatibility, security and
accuracy. We do not warrant that the functions of this module will be uninterrupted or error free, or that defects will
be corrected. This product is not designed for medical, life saving, or life sustaining application. In no event will we be
liable for any loss or damage including, without limitation, indirect or consequential loss or damage, or any loss or
damage whatsoever arising from use or loss of use of, data, or profits, arising out of or in connection with the use of
Proxmark3 board.

This board should be used at your own risk. We do not afford any loss or illegal consequence caused by misuse of this
product.

We have the right to refuse offering any technique service in certain cases as this product could do beyond law. All the
software and code is free to modify and use.

This document might be modified in the future without any notification.



https://code.google.com/p/proxmark3/wiki/RunningPM3#Snooping_on_Mifare_communications
https://github.com/Proxmark/proxmark3/wiki/
https://code.google.com/p/proxmark3/wiki/RunningPM3#Running_the_PM3
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